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https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/thinghub

B £ @ @  UnitedStates(N. Virginia)

e AWS 16T > Manage > Things = ®
AWS loT < Things (0) it ©( ‘Advanced search )( Run aggregations )( Run connectivity status query ) Edit Create things
Monitor An IoT thing s a representation and record of your physical device n the cloud. A

physical device needs a thing record in order to work with AWS loT.
Q Filte things by: name, type, group, biling, or searchable attribute, B @
Connect

Connect one device Name | Thing type
» Connect many devices
Domain configurations No things

No things to display in this Region

» Device Advisor

MQTT test client
Device Location

Query connectivity status

Manage
v All devices

Things

Thing groups
Thing types
Fleet metrics

» Greengrass devices

> LPWAN devices

Software packages
» Remote actions
» Message routing

0 things selected
Retained messages

Inc. or it

[ Cloudshell  Feed! sole Mot

e

ed States (N. Virginia)

AWSloT > Manage > Things > Create things

Create things i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Createssingle thing ]
2

g resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS loT

Create many things
e 2 task that creates mltiple thing resources to ces and provision the ose devices require to connect to AWS o

Cancel

back [¥ Console M

AHERHE 790 A

 Next B2eS}oIA] A AT 0] N 2 S0l Tt

23



B 8 ® @ UnitedsStates (N Vigi

AWSIoT > Manage > Things > Createthings > Create single thing ®

step1 ) .
(@ Specify thing properties Specify thing properties .

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing resource in the registry to use AWS loT features such as Device Shadows, events,

step2
jobs, and device management features.

Configure device certificate

Step 3 - optional Thing properties info

Attach policies to certificate
Thing name

[ [nter_name ]

lons, or unde

ontaining only: letters, numbers, hyphen: es. A thing name can't

Additional configurations
You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional
» Searchable thing attributes - optional
» Thing groups - optional
» Billing group - optional

» Packages and versions - optional

Device Shadow info
Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this things shadow using either HTTPs or MQTT topics.
© No shadow

Named shadow

Create multiple shadows with different names to manage access to properties, and logically group your devices properties.

Unnamed shadow (classic)
Athing can have only one unnamed shad

() Clovdshell  Feedback [ Console Mobile App ©2026, Amazon Web Services, In. or s afilates.  Privacy  Terms  Cookle preferences

Specify things properties

« MEOFEUYHTE vext EZHSFAGAASHFA T oA =S 07Tt

B £ @ @  UnitedStates(N. Virginia)

AWSloT > Manage > Things > Createthings > Create single thing

s . . e o
@ Specify thing properties Configure device certificate - optional .

A device requires a certificate to connect to AWS IoT. You can choose how to register a certificate for your device now, or you can create and register a certificate for your device later. Your device won't be able to
connect to AWS IoT until it has an active certificate with an appropriate policy.

(® Configure device certificate
Step 3 - optiona

Device certificate
Attach policies to certificate

tificate, public key, and private key using AWS loT' certificate authority

© Auto-generate a new certificate (recommended) ]
G

Use my certificate

Upload CSR
Register your CA and use your own certificates on one or many devices.

can create a certificate for this thing and attach a policy to the certificate at a later t

Skip creating a certificate at this time ‘

() Cloudshell  Feedback [ G Ine.or it

Configure device certificate

gy}l o] 2] 2.5 0jzh .

b=
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23

24

4 o @

United States (N. Virginia) v

= AWSloT > Manage > Things > Createthings > Create single thing

Step
@ Specify thing properties

@ Configure device certificate

Step 3 - optiona
(® Attach policies to certificate

Attach policies to certificate - optional i

AWS 10T policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to the device.

Policies (0)
Select up to 10 policies to attach to this certificate.

Q Filter policies

Name

No policies

No policies could be found in us-east-1

Cancel

© Cammepatr @

1 @

Previous

Create thing

Terms  Cookie preferences

5] Cloudshell

Feedback [ Console Mobile App

® Create pollcy—é

Aol g th g

Attach policies to certificate

= 3

2] 5} od % 2 A A ] o] 2| 2 719
232)5HAA o

rﬁ@

E% } Pii Create

o]l A] 3: Policy document

"Version": "201
"Statement": [
{
"Effect": "
"Action": [
"iot:Publ

1/
"Resource":

"Effect": "
"Action":
"Resource":

"Effect":
"Action":
"Resource":

2=10=417%,

Allow",

ish",

"iot:Receive"
"iot:PublishRetain"

"win

Allow",

"iot:Subscribe",

"wxn

"Allow",
"iot:Connect",

"k n

25




@ Ask Amazon Q United States (N. Virginia) v

Policy name
AWS loT < 4
DS2800-Policy
torter 1 (+), equal sign (=), and at sign (@) chara
Connect » Tags - optional

Connect one device

» Connect many devices Policy statements | Policy examples
Domain configurations
Policy document info Builder %
Test An AWS IoT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.
» Device Advisor -
MQTT test client 0
Device Location 2 v 2012-10-17", o
Query connectivity status 0 s
av
5 .
v
Manage 7 “iot:Publish”,
» All devices s “iot:Receive”,
9 “iot:PublishRetain
» Greengrass devices I )
» LPWAN devices 1 ource
2
Software packages
packeg BY
» Remote actions 1
» Message routing 15
16
Retained messages -
v Security 18y
Intro )
20
Certificates 2
Policies 22

() Cloudshell  Feedback [ Pivacy Terms  Cookie preferences

g A o) A S 7]

e Attach policies to certificate H|O|AZEZOMIZAYYEH YA SERITS create
Things S22 shAt]Hlo] Aol H T}

bé|
@

AWSIoT > Manage > Things > Createthings > Create single thing

° s.;eury thing properties Attach policies to certificate - optional i

AWS I0T policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to the device.

@ Configure device certificate

- poie /1) ©)
@ Attach policies to certificate Select up to 10 policies to attach to this certificate
Q Filter policies 1 @
Name
[ DS2800-Policy ]

—

dbck [t Console M Pracy  Tems

26



Download certificates and keys

X

Download certificate and key files to install on your device 5o that it can connect to

Download certificates and keys
Download certificate and key files to install on your device so that it can connect to

AWS.
Device certificate ( Deactivate certificate ) |(i Download )

1..tepem.rt © Cortifcate downloaded
Key files

The key files are unique to this certificate and can't be downloaded after you leave this
page. Download them now and save them in a secure place.

[ A\ Thisis the only time you can download the key files for this certificate. J

Public key file ¥ Download

6d32b8236016e570861fdd7...862476e-public.pem.key P y—
Key downloade

Private key file ( 4 Download )
16e570861fdd7..624 pemkey —

D oy donrioaded

Root CA certificates
Download the root CA certificate file that corresponds to the type of data endpoint and
cipher suite you're using. You can also download the root CA certificates later.

Amazon trust services endpoint & Download

RSA 2048 bit key: Amazon Root CA 1
e @ Cortficate downloaded

Amazon trust services endpoint ¥ Download

ECC 256 bit key: Amazon Root CA 3
O certiate downtaaded

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more 17

=
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https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/test

B 8 ® @ UnitedsStates (N Vigi

e AWSIoT > MQTT test client

AWS loT < MQTT test client

Monitor You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate their state to AWS IoT. AWS IoT also publishes MQTT messages to
inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client

Connect

» Connection details @ connected
Connect one device

To disconnect from the MQTT test client, choose Disconnect. To re-establish a connection, you can update the details and choose Connect.
» Connect many devices
Domain configurations
Subscribe toatopic | Publish to a topic

Test Topic filter  Info

scribes the t

» Device Advisor to which you want to subscribe. The topic filter can include MQTT wildcard charact

MQTT test client
Device Location

» Additional configuration
Query connectivity status

Subscribe

Manage
» All devices
» Greengrass devices Subscriptions WFSCAN
> LPWAN devices WFSCAN © X | Message payload

Software packages (
» Remote actions "message": "Hello from AWS IoT console”

}

» Message routing

Retained messages » Additional configuration
» Security

[ CloudShell  Feedback

Privacy  Terms  Cookle preferences

MQTT H|AEZz2to] A Exo] %]

5.5 HEHITY

HEYI 7Y

[

DS2800 2FHo] Wi-Fi A 42 A 5= Eg-=7 2] of|7H2] 87155k o},

-t

%8 Wi-Fi IRERINISE

Wi-Fi 57|24 5
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1. TCP 2ol AEEALESto{ o] B X &
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3. MOTT E2EZ-SAME5to] ol g -4
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e Ix
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H Z=E A SPP
6.3 =REA BLE
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Ctrl+ Key Configl

Alt+ Key Config2

Normal-Key Config3

Ctrl+ Key Configd

Alt+ Key Config5

only for ASCII <0x20 chars, Alt+ key only for Windows system.
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A
T

11.1 EX=3|Hlo|E

ASCIl 7|57 | 2XHH| 2 B

00H-OFH
HEX CODE *+4d0 Config3 Con- Con- Config2 Win- Config5 Win-
fig1 fig4 dows dows
OOH NUL NUL NUL Curl+@ Ctrl+@ ALT+000 ALT+000
0lH SOH NUL NUL Cturl+A Cul+A  ALT+001 ALT+001
02H STX NUL NUL Ctrl+B  Ctrl+B  ALT+002 ALT+002
03H ETX NUL NUL Cul+C Cul+C  ALT+003 ALT+003
04H EOT NUL NUL Curl+D Cul+D  ALT+004 ALT+004
0OSH ENQ NUL NUL Cul+E Cul+E  ALT+005 ALT+005
06H ACK NUL NUL Ctrl+F  Cul+F  ALT+006 ALT+006
07H BEL NUL NUL Cul+G Cul+G  ALT+007 ALT+007
08H BS Backspace Backspace Ctrl+H Ctl+H  ALT+008 ALT+008
09H HT TAB TAB TAB Ctrl+I  ALT+009 ALT+009
0AH LF NUL Enter Ctrl+]  Cul+]  ALT+010 ALT+010
OBH VT TAB TAB Ctrl+K  Ctrl+K  ALT+011 ALT+011
OCH FF NUL NUL Cturl+L  Cul+L  ALT+012 ALT+012
ODH CR Enter Enter Enter Ctrl+M  Enter ALT+013
OEH SO NUL NUL Curl+N  Cul+N ALT+014 ALT+014
OFH SI NUL NUL Ctrl+O  Cul+O  ALT+015 ALT+015
10H-1FH

HEX CODE *3M40/3 Configi/4 Config2/5 Windows

10H DLE NUL Ctrl+P ALT+016

11H DCI NUL Ctrl+Q ALT+017

12H DC2 NUL Ctrl+R ALT+018

I13H DC3 NUL Ctrl+S ALT+019

14H DC4 NUL Ctrl+T ALT+020

ISH NAK NUL Ctrl+U ALT+021

16H SYN NUL Ctrl+V ALT+022

17H ETB NUL Ctrl+W ALT+023

1I8H CAN NUL Ctrl+X ALT+024

19H EM NUL Ctrl+Y ALT+025

1AH SUB NUL Ctrl+Z ALT+026

IBH ESC ESC Ctrl+[ ALT+027

ICH FS NUL Ctrl+\ ALT+028

IDH GS NUL Ctrl+] ALT+029

IEH RS NUL Ctrl+" ALT+030

IFH US NUL Ctrl+- ALT+031
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ASCII 2XH| 2 E

20H-5FH

60H-9DH

Elloj| A Ctrl 7]+= Command 7]°1|3ggHU T},

HEX ASCIl HEX ASCIl HEX ASCIl HEX ASCII

20H Space 30H O 40H @ 50H P

21H ! 31H 1 41H A 5lH Q

2H 32H 2 42H B 52H R

23H # 33H 3 43H C 53H S

24H $ 34H 4 44H D 54H T

25H % 35H 5 45H E 55H U

26H & 36H 6 46H F 56H V

27H ‘ 37H 7 4TH G 5TH W

28H  ( 38H 8 48H H 58H X

29H ) 390H 9 49H 1 SOH Y

2AH * 3AH 4AH ] 5AH Z

2BH + 3BH ; 4BH K 5BH [

2CH , 3CH < 4CH L 5CH \

2DH - 3DH = 4DH M 5DH |

2EH . 3EH > 4EH N SEH A

2FH / 3FH ? 4FH O SFH _
HEX ASCIl HEX ASCIl HEX FunKey HEX FunKey
60H 70H p 80H FI 90H End
61H a 71H q 8IH F2 91H Page Down
62H b 72H r 82H F3 92H  Right Arrow
63H ¢ 73H s 83H F4 93H Left Arrow
64H d 74H t 84H F5 94H Down Arrow
65H e 75H u 8H F6 95H Up Arrow
66H f 76H v 86H F7 96H  Print Screen
67TH ¢ 77TH w 87H F8 97H  *Ctrl
68H h 78H  x 88H F9 98H * ult
69H i 79H vy 8OH FI10 99H * Y& Alt
6AH j 7AH z 8AH Fl1 9AH * QEZE Alt
6BH k 7BH | SBH FI2 9BH s Delay
6CH 1 7CH | 8CH Insert 9CH *Win-GUI
6DH m 7DH } 8DH Home 9DH * 7|Y™
6EH n 7EH ~ 8EH Page Up
6FH o 7FH DEL  8FH Delete
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